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Resumo

A tradição científica moderna associa conhecimento a poder. Ao longo da história, os detentores de conhecimentos que conferiam vantagens ao poder militar sempre tentaram protegê-los. Essa prática ganhou nova importância a partir da Segunda Guerra Mundial, com o aparecimento da arma atômica. 

Desde então, os países líderes no desenvolvimento científico e tecnológico têm ampliado o cerceamento ao acesso de terceiros a conhecimentos, tecnologias e bens que consideram sensíveis, alegando principalmente a necessidade de prevenir a proliferação de armas de destruição em massa. Embora o objetivo seja meritório, tal postura pode camuflar outros propósitos, como a manutenção de superioridade econômica e militar. 

O presente trabalho expõe as motivações e as bases do cerceamento tecnológico e a postura brasileira diante dos mesmos. São também apresentadas alternativas que têm sido utilizadas por empresas e países para contornar as restrições de acesso impostas. Na conclusão, enfatiza-se que o Brasil preparou-se para cumprir os tratados dos quais é signatário, mas não tem uma estratégia clara para contornar cerceamentos descabidos que afetam seus interesses, principalmente relacionados com a sua defesa.

Abstract

Modern science tradition relates knowledge to power. Throughout human history, whoever had knowledge that represented important military advantage always tried to protect it. Such behavior became more relevant after the Second World War, mainly due to the invention of atomic weapons. 

Since then, the countries which lead the world’s scientific and technological development have increased the mechanisms used to deny access to third parties to sensitive technologies and equipment, justifying this based on the intention to prevent the proliferation of weapons of mass destruction. However, such meritorious intention may be hiding other goals like to preserve their political, economic and military superiority. 

This paper explains the foundations and types of current technological restrictions and the Brazilian reaction to them. It includes some examples of alternatives practiced by companies and countries to overcome such obstacles and restrictions. It is concluded that Brazil is prepared to enforce the obligations  imposed by the treatises signed by  the Brazilian government but does not have a clear strategy to circumvent some unreasonable restrictions which are harmful to its goals, mainly related to the defense of the country.

1. Introduction

Modern science tradition relates knowledge to power, a thought already present in late Sixteenth century, as reveals Francis Bacon's dictum (1597) “knowledge is power”. For a long time, the developers of technological knowledge able to confer power have tried to prevent potential opponents from accessing them, particularly knowledge that allows innovations for military use. 

Thus, since the end of the Second World War, leading countries in scientific and technological development have restricted access by third parties to technologies and products that they deem sensitive. It is known that many civilian technologies were used in the development of military equipament and vice-versa.  In bith cases, americans have coined the name dual use technologies, understood as the one that can be used to produce or improve goods and services for civilian or military use (LONGO, 2007). It should be pointed out, however, that it is hard to label what is civilian and what is military, as far as knowledge is concerned. 

Between military or civilian technologies, whether for dual use or not, there are those that are deemed sensitive. Sensitive technology is the one that a particular country (or group of countries) considers that access to them should be denied for a certain period of time, supposedly for security reasons. These technologies could result in dual use and/or sensitive products. 

At the time of bipolarity the purpose of restrictions was to deny knowledge to the opposing bloc and maintain technological supremacy in strategic areas. From the end of the Cold War, with the rise of non-state actors and the so called “new threats”, especially terrorism and transnational organized crime, a substantial part of concerns was redirected to the possibility that weapons of mass destruction (WMD) might end up in unreliable hands. The level of such concerns increased very much after the terrorist attack to the USA in November 11th, 2001, causing the intensification of restrictive impositions in accessing sensitive knowledge, technologies and goods. 

Fearing that terrorist groups may attain nuclear, chemical or biological weapons and their launching vectors is justifiable. Advances in material, communication and transportation technologies, associated with the increasing porosity of national borders create conditions for this danger that worries the international community in general - and great powers in particular - to be real.

Although restriction practices have been supported by meritorious purposes and/or defined targets, such procedure has been used by developed countries to maintain strategic advantages, not only military, but also commercial, achieved thanks to the valuable knowledge that they hold through their companies. The “triad” that leads scientific and technological development – USA, European Union and Japan – practices restrictions in a large scale, whether supported or not by international acts which are usually engendered by them and with the purposes that include preserving their hegemony. The targets of explicit restrictions vary over time, depending on situational factors that involve, or not, regional aspects, alliances, subservience of certain actors, economic interests, etc. Restriction is often accompanied by threats of political, economic or military retaliation. 

2. Control of sensitive technologies and goods 

Efforts for control over sensitive technologies and goods, particularly in the nuclear field, originated a wide range of international acts, multilateral and unilateral arrangements, as well as verification agencies and systems, which ultimately comprise the so called international regime of non-proliferation of MDW. The table that follows shows a historical synthesis of some of these efforts.

	Year
	Event

	1946
	In the USA is put in force the “Atomic Energy Act” (MacMahon Act), which prohibits transfer to other countries of any knowledge related to atomic energy. The Act dictated how the Government could control and manage nuclear technology. One of the most significant decisions in the Act was that nuclear weapon development and nuclear energy management should be under civil control. For this purpose the Atomic Energy Commission was created in the USA.

	1949
	The “Coordinating Committee for Multilateral Export Controls” – COCOM was created to coordinate restrictions to sensitive technologies exports, aiming at preventing certain transfers to communist countries, basically the Soviet Union, China and countries in Eastern Europe. With the end of the Cold War, COCOM was dissolved in March 1994, when it was composed of 17 industrialized countries, including members of NATO (except for Iceland) and plus Japan and Australia. It was replaced with the “Wassenaar Arrangement”, which was put in force in 1996.

	1957
	The International Atomic Energy Agency (IAEA), an autonomous organization in the bosom of the United Nations, was created with the purpose of promoting pacific use of nuclear energy and discourage its use for military purposes. 

	1969
	In force the Treaty for the Prohibition of Nuclear Weapons in Latin America and the Caribbean, or Treaty of Tlatelolco, which prohibits e prevent in the region “test, use, manufacturing, production or acquisition in any way of any nuclear weapons", as well as "receive, keep, install, move or any other form of possession of any nuclear weapon." With Cuba's adherence in 2002, Latin America and Caribbean became a “Nuclear Weapon Free Zone” and the Treaty of Tlatelolco became considered a pattern for establishing such zones.

	1970
	In force the Treaty on the Non-Proliferation of Nuclear Weapons (NPT), that had been opened for signature in 1968. NPT prohibits five nuclear States recognized at the time, China, France, Russia, United Kingdom and USA, to transfer nuclear weapons or help attain them. The non-nuclear States were defined as those that have not blown a nuclear artifact by January 1st, 1967. The Treaty prohibits the non-nuclear States to receive, develop, produce or acquire nuclear weapons and forces them to sign a safeguard agreement about all nuclear material used by them. The International Atomic Energy Agency is the institution that oversees the fulfillment of NPT with inspections and investigations. This treaty may be understood as asymmetric and discriminatory, as it promotes a power unbalance and establishes two categories of countries: the nuclear and the non-nuclear. 

	1974
	The Nuclear Suppliers Group - NSG - is created. In 1974 India, so far considered a non-nuclear country, blew an atomic bomb, drawing attention to the fact that nuclear technology transfer for pacific purposes could also be used with war purposes. In that same year the NSG regime was created, an informal association of countries that own nuclear technology and seek to contribute for non-proliferation of nuclear weapons. 

	1979
	The US Congress approved the "Export Administration Act" and the "Arms Export Control", establishing mechanisms for control of war use goods export, for nuclear or dual use. In 1991 a list of countries - among which is Brazil - that have missile projects, which worried the USA, was added to the Export Administration Act.

	1987
	The Missile Technology Control Regime (MTCR) was created, primarily composed of Canada, France, Germany, Italy, Japan, United Kingdom and USA. In the 1980s, intending to hamper and, if possible, prevent the proliferation of vectors of weapons of mass  destruction, the G-7 members produced rules for controlling export of goods and technology to apply to missiles able to transport loads of more than 500kg at distances of more than 300km.  This work gave rise, in 1987, to the ”Missile Technology Control Regime” (MTCR).  In July, 1992, the expansion of the MTCR purposes was decided to comprehend non-proliferation of unmanned aerial vehicles ​– UAVs for weapons of mass destruction, and adjusting the load of 500kg and the range of 300km. In 2002, MTCR was supplemented by the International Code of Conduct Against Ballistic Missile Proliferation (ICOC), also known as Hague Code of Conduct, which poses itself to prevent the proliferation of unmanned transport systems, regardless their load or range.  

	1996
	Brazil joins the regime of control of nuclear material export, the Nuclear Suppliers Group.

"Wassenaar Arrangement" is created. Considered a substitute for COCOM, it has the purpose of contributing for international security and stability, by promoting transparency and responsibility in transfers of regular weapons, dual sensitive goods and technology, in order to avoid undue proliferation of weapons of mass destruction or formation of military power unbalance in certain regions of the world. Brazil is not part of this body.

	1997
	The Convention on the Prohibition of Chemical Weapon (CWC), of which Brazil is a signatory, was put in force.

	1998
	Brazil joins the Nuclear Non-Proliferation Treaty - NPT, in force since 1970.

	2001
	Established by the US government the “Homeland Security Presidential Directive”, which prohibits certain foreign students to receive education and training in several sensitive areas that have direct application in the development and use of weapons of mass destruction.  The study fields considered sensitive are in the "Technology Alert List" - TAL that comprehends a vast roll of topics that range from regular ammunition to robotics and urban planning. 

	2003
	Revised the “Technology Alert List” by the U.S. Department of State, which issued new guidelines to all the American diplomatic body abroad for TAL application. According to the U.S. Department of State, the following countries support terrorism and comprise the "critical list": Cuba, Iran, Iraq, Libya, North Korea, Sudan and Syria.

	2004
	Resolution 1540 was adopted by the Security Council in its # 4956 meeting, on April 28th, 2004. By it, the 191 Member States must abstain from providing any form of support to non-state actors that seek to develop, acquire, manufacture, possess, transport or use nuclear, chemical or biological weapons and their launching means. 


Brazil takes part in several of these apparatuses, like: the Convention on the Prohibition of the Development, Production, Stockpiling and Use of Chemical Weapons and on their Destruction (CWC); the Nuclear Suppliers Group (NSG); the Convention on the Prohibition of the Development, Production and Stockpiling of Bacteriological (Biological) and Toxin Weapons and on their Destruction (BTWC); Nuclear Non-Proliferation Treaty (NPT); and Missile Technology Control Regime (MTCR). There are other treaties or arrangements that Brazil has not joined, like the Additional Protocol to NPT, the "Wassennar Arrangement”, the Group of Australia and the “Zanger Committee”. 

Additionally, the Resolution 1540 (2004) of the UN Security Council (UNSC) has incorporated many of the previously existing restrictive mechanisms and raised them to the level of Resolution unanimously approved by the UNSC members, drawing attention to non-state actors. In September, 2009, the Security Council, meeting at the level of Heads of States, approved the Resolution 1887, strengthening NPT and urging countries to harden their export control, protect sensitive materials and control access to intangible transfers of technology (through electronic media, e-mail, fax, etc.), among other measures.

Finally, there are countries’ regulations and internal unilateral policies designed to control export and transfers of sensitive technology and goods. 

This set of international actors and unilateral decisions serves as the normative basis for a selective restriction system to be put in practice, a criterion by the holders of the desired technology. The developing countries are potential target of these practices, for they have strategic programs that normally demand external technological support.

In the Brazilian case, in order to meet the assumed international commitments and its own security needs, a national system of sensitive goods control was structured, centered in the Ministry of Science and Technology and involving various national institutions. 

The Brazilian export control was established by the Law 9.112/95. The Ministry of Science and Technology (MCT) is a Brazilian National Authority at the CWC and focal point at the BTWC to the NSG and the MTCR. MCT works together with the Ministry of Foreign Affairs and other Ministries, agencies and relevant bodies. Moreover, it presides the Interministerial Committee for the Control of Sensitive Goods (CIBES), which establishes the guidelines for the policies of export control. The General-Coordination of Sensitive Goods (CGBE) is the Executive Secretariat of CIBES. 

However, it lacks the existence of a system analog to export control to cope with restrictions, which is able to integrate the efforts individually developed by national users interested in accessing, generate or create dual technology, whether sensitive or not. 

3. Technology as power divider 

The advantages of technologically advanced countries are undeniable. In observing the world economy over the last decades, Jeffrey Sachs (2000) claimed that the world would cease being divided by ideologies, as during the Cold War, to be divided by technology. According to that author the countries and regions can be grouped in categories, which results in the planet being divided in three parts. The first, covering about 15% of its population, produces almost all the existing technological innovations; a second one, which encompasses maybe half the world population, is apt to adapt to these technologies in the spheres of production and consume; the remaining portion, which covers about one third of the world population, lives marginalized, without innovating in the domestic level and without adapting to external technologies.

These technologically excluded regions do not always reproduce the delineation of national boundaries. They would encompass areas like southern Mexico, the Andean countries, most of tropical Brazil, Sub-Saharan Africa and most of former Soviet Union. In the second category are the southern cone of South America (Southern and Southeastern Brazil), a part of Mexico and Central America, the Iberian Peninsula, Eastern Europe, South Africa, India, the coast of China, South Korea, Taiwan, Malaysia and Indonesia.

Evidently the countries in the first category (basically USA, Canada, United Kingdom, Germany, France, Italy, Nordic countries plus Australia and Japan) domain the political scene economically and militarily, establishing “the rules of the game” and the new order of wealth distribution at the global level. Additionally the leaders of this new geography of power have become experts in production of goods and service in which the aggregation of intangible values is intensive, minimizing their involvement in the production of commodities and energy-intensive manufactured products, raw materials and workmanship. Actually they have become great exporters of intangible goods, basically knowledge and symbolic values. 

Several factors have contributed to maintain and increase the scientific and technological gap existing between the developed and other countries: the economic and social disparities of the actors involved; the rapid evolution of science and technology; the intense global competition that tends to harden the vertical cooperation; and technological restriction itself.

The central technologies in the present production paradigm, the complex that René Dreifuss (1997) named “teleinfocomputronico”, comprehend: microelectronics, digital electronics, computing, telecommunication, automation and robotics, to which must be added biotechnology and, more recently, nanotechnology.  All this knowledge has not been circulated or dominated by developing countries at the desirable extent and depth. Actually, in terms of technology that they consider sensitive, the countries that have them are not willing to transfer either the production instructions and techniques (“know how”) or the knowledge that would allow to generate them (“know why”).

In this context the countries that comprise the so called BRICs (Brazil, Russia, India and China) are target of restriction by the triad that leads scientific and technological development, but with distinct treatments and consequences. Despite typical problems of the “third world” that afflict them and they do not have means to compete more seriously with the top countries, Russia, China and India, unlike Brazil, did not neglect security and defense issues. Especially with regard to military technology they have made and continue making persistent investments in research, development and engineering (RD&E), supported by consequent governmental policies favoring local production of material for military use. The three master the nuclear technology for defense purposes and in addition they have long-range missiles autonomously developed.  So, one moment they are aligned with the restricted, the next they are restrictors, being treated differently, depending on situational factors. By the way, it is worth mentioning the recent nuclear cooperation agreement between USA and India, although the latter exploded its first atomic bomb in 1974, at the magin of NPT.

Of course, within the conjuncture described, individuals, non-state groups and States, the latter through companies or institutions, pursue the control of high commercial strategic value technologies, for civilian or dual use, whether labeled as sensitive or not.  In this pursuit they try to find alternative ways that may get round the barriers raised to their access. On the other hand, the potentially seller countries should do careful assessments of the cost-benefit relation of not selling, because in the international system, business logic tends to prevail, and not selling may represent relinquish market.

4. The powers’ dilemma is: to supply or to deny? 

In the last years the powers positioned at the top of the scientific technological pyramid have often experienced a kind of dilemma related to the transfer of sensitive or dual technologies, which is at the same time political-strategical and economic-commercial: to supply (transfer) or to deny? (BECK, 2003) 

The constraints of developing countries to ensure the security of sensitive technologies make them preferential target of third States or unreliable actors that pursue such knowledge through the indirect way for reprehensible purposes.  It is therefore a matter of trust.  

The holders of technologies, who refuse to sell them, fail to reach the social return that they could obtain for the massive public investments that funded the RD&E of the resulting products. Of course, under utilitarian logic, important political pressures are formed, which, based on the affected industrial sectors, act in order to increase participation in this billionaire markets. There are those who state that denial of sale/transfer of defense technologies to potentially reliable allies brings about little to win and a lot to lose (FARKAS, 2007). 

In addition, in the real world it is not always possible to assure the efficacy of practices of restriction or, more precisely, control of sensitive technology and goods transfer (BONOMO, 1998). Contries willing to obtain sensitive technologies will seek alternatives like, for example, recourse to competing suppliers.  They may also recourse to heterodox methods, marginal to the International Law or, still, move to own devolpmento. The atomic Indian, Pakistanese and North Korean bombs and the Iranian nuclear program are just some of the proofs of this possibility.  

In the globalized world, in which the interdenpendence tends to expand, it will be increasingly difficult to maintain strict control over technologies that will be increasingly distributed by the countries. For example, the Abrams tank, used by the U.S. army, uses a German cannon and a British armor (FARKAS, 2007). Airplanes produced by Embraer have a relatively low percentage of nationalization, demanding imports of components that have production distributed by various countries. It is therefore a trend in which the economic-commercial appeal of strategic projects is strengthened; after all, a country's industrial base of defense is responsible for a substantial mass of good jobs.  

This explains, in large measure, the fierce competition in arm sale markets. In this context a prime example is the France-Brazil agreement signed at President Nicolas Sakozy's visits to Brazil in December, 2008 and September, 2009. The cooperation agreement with Brazil in the military area involves contracts of billions of Euros
, opening the perspective of top technology transfer for the country to get capacitaded to design and build conventional submarines and, in a second stage, with nuclear propulsion. This fact was celebrated by DCNS, because it is one of the largest contracts ever made by the French company, the twenty-fifth in the world ranking of defense industries.
 The contention between manufactuers from France, USA and Sweden for the sale of fighter planes to the Brazilian Air Force could also be a good example. 

These considerations reveal an interesting alternative to cope with technological restriction in strategic areas, which would be exploring these “sell or not sell” dilemmas and, depending on the circumstances, adopt a pendular oscilation in the international market of technologies and sensitive goods, in order to draw the get cost-benefit relations.  Additionally, seek alliance with alternative suppliers, especially between the countries in the second category in Sachs’s work (2000). In any case, the affective absortion of transferred technology is not something trivial. It demands capacity and willingness from both parties, as it will be addressed next.

5. Technology transfer

The reasons that lead gonvernments and companies to seek solutions for problems through transfer/import of technology are ponderable, because the purchase, primarily, results into many short term benefits if compared with a possible effort for own development.  Among the main advantages stand out: the chosen technology to be acquired is already tested and in use successfully; the technological risk is minimal or inexisting; there is little or no demand for investment in RD&E; it is possible to establish in a short term; there is the possibility of payment after the costs of the operation from the sales; access to finacing and governmental incentives; there is the contribution of the producer’s brand, normally well known; the commercial risk is lower taking into account, for example, the imitative consume; and finally a consolidated technology discourages competitors.

Opting for the route of technology transfer through an independent contract or associated with the purchase of a product with a counterpart clause (offset), with suppliers from leading countries in technological development, it is necessary to have some of the features of this process present. 

Technology is a production factor, along with capital, work and raw materials, and it also behaves like goods, because it has its own market value. Consequently it is subjected to legal and illegal transactions, like purchase, sale, misappropriation, copy, forgery, theft and smuggling (LONGO, 1987). However, in contrast to what usually happens to other goods, technology is not exhaustible by use, i.e. once created, it can be used simultaneously by different companies and individuals.  The more used the better it becomes.

Behaving as an economic good, of course, every technology is unique and indivisible, and its price, unlike other goods, is not a unitary one. Its value in the world market is generally high due mainly to high production cost and great demand. Being knowledge and therefore intangible, it is an object of legal concepts and special laws, which regulate the so called intellectual property. One of its subdivisions is industrial property, which comprehends, for example, trademarks, patents and industrial designs.

Technology may be presented in implicit or explicit form depending on whether it is incorporated or not in goods and services. Explicit technology is object of direct trade that is generally done by acquiring rights (manufacturing or use license of patents and trademarks) and hiring services (project designing, engineering and technical assistance service). 

The international trade of explicit technology, usually regulated and controlled by national governments, is generically considered an operation of technology transfer. Actually the trade contracts may provide or not a true transfer of knowledge from the seller to the buyer. In most cases such contracts between companies involve actually a simple “sale or lease of instructions”, in which almost always the seller does not transfer the knowledge that generated the instructions. 

The fact is that true transfer only occurs when the receiver absorbs the set of knowledge that allows for innovations, i.e. when the buyer dominates the knowledge involved sufficiently to be in conditions of creating new technology (LONGO, 1987).  A well negotiated contract coupled with the technology holder’s willingness to effectively submit it may result in true transfer.  As technology has in man its only recepient, effective transfer occurs through a process of question by who does not know and answer from who knows, until full understanding by who has asked. In this way, in order for true transfer to occur, it is necessary that the seller is willing to submit the knowledge and that the buyer has a technical skilled team. 

In general the receiver, as absorbing the knowledge, becomes in conditions to adapt the acquired technology to the local conditions, to improve them afterwards and finally innovate them. Under the point of view of the country as a whole, the absorbed knowledge should be transmitted internally for them to produce a multiplying effect and foster a technological progress with broad characteristics. In this way it can be said that they are stages of the affective technology transfer: an absorption; an adaptation; the perfectioning, the innovation and the diffusion. 

As a rule, the most able to absorb technologies are those used to generate them, so the simple purchase should be an additional activity to the own effort (POLITZER, ARAOZ, 1975).  The real technology transfer is a problem of magnitude to developing countries, and dubious aplicability when it involves sophisticated technologies and exiguous deadlines for absoption. Usually, when technology purchases abroad are disclosed and the advantages are pointed out, the comments on the restrictive clauses existing in the contract, especially the commercial ones, are omitted.  The constraints are sharper in the case of technologies of military interest. 

As an alternative to technology import, it is worth drawing attention to the mobilizing programs of the potentialities existing in the country itself.

6. Mobilizing programs

The creation of “national mobilizing program” may be a feasible alternative to cope with technological restriction in strategic areas. In such cases they can be designed and executed to generate self capacities and eliminate existing vulnerabilities. 

In the governmental viewpoint mobilizing means "rallying for a political action" aiming at "moving" all the necessary means to reach the goals of such an action (LONGO, 2005). In the case of governmental programs, “mobilizing” are those that have ability to rally, agglutinate, organize and set in motion the available potential in a political action, aiming at social, economic and/or military development of the country. 

Evidently gonvernmental action may seek through such programs the absorption, perfectioning, use or generation of empiric, intuitive, scientific or technological knowledge that result in products, processes, service systems, preferentially new and substantially improved, essential for meeting its purposes. 

In this way, a mobilizing program is generally composed of an articulated set of projects of basic research, applied research, experimental development and engineering that allow production. It must be carried out cooperatively by companies, gonvernmental bodies, universities, research centers and institutes, and other actors of the scientific and technological area and the productive sector.

It can be said that the rapid technological development in the technological fields of nuclear energy, aeronautics and space, biomedicine, semiconductors, computing and telecommunications, among others, was the result of programmatic actions funded and coordinated by governments (PIMENTA-BUENO; OHAYON, 1992).

Actually the use of mobilizing programs designed for scientific and technological advances to foster rupture or incremental innovations (LONGO, 2005), both of products and processes, occurred in large scale during the Second World War. But it was not only from that conflict that mobilization of national scientific and technological means started to happen to overcome technological gaps and reach strategical advantages.

In the 19th century the close interrelation between science and technological innovations was already outlined and, because of the First World War, scientists were involved in a war effort in both belligerent sides. However, after that conflict, the fostered connection between scientific and technological capacity with the gonvernmental needs lost power, except in Germany and Russia. In both, ideologies gave such connection stronger contours, still focused on war reasons.  The fact is that, at the outbreak of Second World War, the German scientific and technological community was already mobilized, for some time, and engaged in programs of developments of innovations for primarily military use.

During the War, in the Allied countries against the Axis, scientific and technological potential was also mobilized, especially in the USA and in England, besides Russia, as previously mentioned. State intervention especially through the Armed Forces brought extraordinary results in both sides. There was acceleration in the use of scientific knowledge to generate technologies and pass them to production in industrial scale. A remarkable example was the Manhatan Project, which resulted in the development, by the USA, of the first atomic bomb.

While mobilized by the war effort scientists and engineers worked not only to produce war equipment, but they also got successfully involved in the analysis of their tactical and strategical use, the logistics, the applied statistics and the perfectioning of the organizational techniques and decision makings by the staffs.

Scientific and technological advances achieved were decisive for the outcome of the conflict and for power distribution at the worldwide level. Furthermore, during and after World War II, the results of the researches carried out for military purposes became valuable sources of technology and innovations of high added value and wide civil use, like jet airplanes, computers, communication devices, nuclear energy, new materials, etc.

In this way science and technology moved to category of central political concern in more developed countries. Governments expanded the State action in this field through specific public policies by creating support specialized bodies, mechanisms and facilitating procedures, incentives and financial support. It can be said that the USA have become the paradigmatic model of this process.

With regard to Brazilian “mobilizing programs” (PIMENTA-BUENO; OHAYON, 1992), an example that can be mentioned is the successful National Alcohol Program - PROALCOOL, created in 1975, which had international repercussions, putting the country in focus about the use of fuels out of renewable sources. Other national “mobilizing programs” may be deemed relevant and they have reached different degrees of success, as: 1) the one that made feasible the establishment and consolidation of the national aeronautical industry, competentely carried out by the Brazilian Air Force; 2) the one captained by the state company Petrobras that led Brazil to explore petroleum in deep waters of its exclusive economic zone (EEZ); and 3) the Brazilian nuclear program, focused on the realm of the fuel cycle, involving the Brazilian Navy, and generation of nuclear-electrical energy. National programs reveal a common characteristic: strong presence of the Federal Government, from funding to execution done or led by federal entities, as state companies and the Armed Forces. 

In examining mobilizing programs it is verified that a few components have been decisive for success, besides, obviously, unmistakeable specific capacities found in each case. Such components lead to some recommendations.

Firstly the program must be created from top to bottom, i.e., it must involve the commitment of the upper echelons of the Government. In other words, it must translate a political will and therefore be or stay inserted in the great strategy of the country. If the origin of the program is only on the volutarism of scientific, technological and/or business communities the possibilities of success will be diminished.  It will also be fated to failure if it involves only part of the upper echelons that should be committed. 

Secondly the mobilization cannot be restrained to only human and material means of such areas, i.e. only to the means of public and private instutions, but rather use all the complementary national potential and facilities deemed necessary in each case, such as: public services at hand with bureaucratic channels previously arranged and prioritized, specific additional financial resources, appropriate law (where applicable), incentives of different natures (tax and non-tax), customs facilities, etc. 

Thirdly, of course, have guaranteed the necessary continuity, in relation to both the conduct in the political sphere and the appropriate maintenance of human, financial and material resources.

Finally, before the countless governmental programs that can be labeled as mobilizing comes the inevitable issue of prioritization. It has to take into account the essentiality and/or relative importance of the programs concerned.  When it comes to technological, scientific knowledge or innovation, essential is what is needful, fundamental, since the absence or deficiency of its domain will reflect badly in broad areas of related knowledge or in great economic, social and military interests.  In turn, the importance refers to the relative coverage of programs in relation to their possible impacts in society, economy and defense.

Having seen technology transfer and mobilizing programs, other alternatives to get round technological restriction may be observed in the practices of actors in the international system, as reverse engineering and copy. 

7. Reverse engineering and copy  

Engineering activities are present in the Armed Forces and in all of the productive sector: in factories, civilian housing construction sites and infraestructure, universities, scientific laboratories, technological research centers, transportation, energy generation, communication. food production, among other undertakings.  Engineering is also in several objects that we use in our day to day life. 

A good idea generated by intuition or knowledge produced by research may require different degrees of elaboration to come to market as a good (product technology),  as a service or to be used in productive unit (process technology).  This elaboration requires especialized engineering service, responsible for experimental development, conception of the good or service, study of its technical and economic feasibility, executive project, building of physical installations and, as appropriate, by operation, production, maintenance and technical assistance. 

In other words, theoretical, empiric or intuitive knowledge, as points Ary Jones (1990), has to be “engineered” in order to be used by the productive sector. In this way, in order for the knowledge generated by companies, individuals, universities, institutes and other organizations to have concrete results in the productive sector, in the same form of technological innovation, it is necessary to care for the development of high capacity in “engineering”. This is because engineering builds the bridge between research and production, between invention and innovation. Without competent engineering the inventive effort and the effort spent in research will not result in products, useful processes or services to the society. 

Engineering can also be defined as the work that transforms specifications into products, production processes or services that satisfy them. So, in accordance with such conceptualization, reverse engineering (RE) may be understood as a process that starts from the product, production system or ready service, analyzes it from back to front, from the material externalities, seeking to understand how it works and infere specifications and parameters that have originated its results.

RE intends to access, discover and absorb most of possible knowledge used in producing the good, process or service, and it should not be confused with a copy. What is intended with RE is to become technologically equal to the producer and therefore in conditions to autonomously generate a product, production process or service that meet its specific needs.  Copy simply intends to reproduce a product, process or service without necessarily bothering to try to deduce the design parameters and their original specifications.  

Copy and RE have their origins in the commercial and military technological race and have been widely used to get round tecnological restrictions.  They are not illegal acts themselves, but depending on what is done with the copy product or the knowledge derived from the RE the industrial property right may be violated.

When a new equipment is released in market or the battlefield the competitors usually buy or make use of another method to obtain the product and learn how it works and how it was made, identify materials used, specifications and parameters of the object, limitations and innovations. When it is not possible to buy the equipment straight from the originator, as it usually happens in monopolistic or oligopolistic markets and in the case of war product, some restricted make use of unorthodox means to obtain the product to be copied or “reversely engineered”. In this case one may fall in the grey area between legality and illegality.

In case of RE of a productive process, generally envolving "trade secrets", spying methods will have to be used in order to access plans, specifications, manuals and operational data of the industrial plant. As it will be explained below, espionage is an illegal act.

Finally, it is necessary to have in mind that RE is a difficult process, normally slow and expensive, requiring a team as competent as the one that designed and provided the product, process or service. 

An anthological example of RE occurred during the Second World War.  In 1944 a B-29 airplane that have bombed Japan and become damaged, unable to return to the base, went to Russian territory to ask for help. Although Russia was an ally of the USA and their main international support, the American crew was imprisoned and the aircraft confiscated. Stalin called his most experienced technicians, which were led by Andrei Tupolev, and gave orders to duplicate the aircraft within a three year time period. This resulted in the Tupolev Tu-4, having all of its components been replicated.

Another example is the air-air missile K-13 (named AA-2 by NATO) developed by the Soviet Union through RE, between 1958 and 1960, from an AIM-Sidewinder missile. During the air battle in 1958 an AIM-Sidewinder missile fired by a Taiwanese Sabre F-86 fighter hit a Chinese MIG-17 and did not explode. The missile got stuck in the MIG fuselage, which returned to its base, allowing Soviet engineers to absorb important knowledge about infrared guiding.

As previously mentiond, depending on the value of a sensitive good and the power it represents, a State or company may be tempted to use more audacious resources, like espionage, to obtain tue equipament or the corresponding technology. 

8. Technological and industrial espionage

It is considered espionage the clandestine action by which a state actor, single individual or group of individuals take hold of information considered secret or confidential without permission from their holders.

It is not a recent activity in human history; marks of its existence are found thousands of years ago. Espionage was practiced in Egypt at the time of Pharaohs, in the Chinese dynasties, in the Roman Empire, in the Middle Age, etc. Around 500 BC Sun Tzu noted in his work “The Art of War” the importance of using espionage to attain military intelligence. 

Between private actors espionage is an illegal activity and therefore subject to rigors of law. When practiced by state actors the plot thickens. Although the actor that practices espionage against the country is punished, the country prepares and sustains spys that will act against others, i.e. the activity is treated as illegal only when the country is its target.

Especially with regard to the state actors, espionage had a notable role during the Second World War, but it was during the Cold War when it expanded and became notorious. At that time, both superpowers and their allies greedily sought information which would provide them with strategic advantages in the reigning quarrelsome scene. Although the European secret services were also active during the Cold War period, the two great agencies for information and espionage were the CIA (Central Intelligence Agency), of the USA, and KGB (Komitet Gosudarstvennoy Bezopasnosti, that is, Committee for State Security), of the Union of Soviet Socialist Republic (USSR).

In 1949 the Coordinating Committee for Multilateral Export Control – COCOM had been created, the first organization specifically targeted at coordinating restrictions to the export of sensitive technologies, which intended to prevent certain transfers to communist countries, basically the Soviet Union, China and Eastern European countries. Three lists of items to be controled were created as guidelines for the member countries, namely: International Industrial List, International Atomic Energy List, and International Munitions List. COCOM decisions depended on the efficiency of laws and the bureaucracy of each of the members, so that the USA were always the most active in enforcing the prohibitions. Upon the end of the Cold War COCOM was dissolved. 

Given the scientific and technological superiority on the part of the NATO countries and the technological restrictions imposed by them, the USSR decided to get round such obstacles through large scale spying activities, aimed mostly at the so called industrial espionage. 

Industrial espionage is the action by state actor, individuals or group of individuals that, on their own or third parties’ interest, intend to take hold of goods subject to access restrictions or take hold of confidential or secret information in commercial, financial, technological and industrial areas without consent of their owners. In order to reach their goals, they make use of legal or illegal actions, recruiting and/or bribing officials or former officials, infiltrating agents, interceptating all kind of communication, penetrating computers, blackmailing, stealing documents and equipments, etc.

According to Perle (1985) KGB and the organizations in Eastern Europe involved in science and technology started to have an important role in the coordinate effort to negotiate, make copy and steal technology. Bodies like the Committee of the Soviet State for Science and Technology negotiated agreements for cooperation from government to government that facilitated access to desired technologies. Through legal and illegal actions, the USSR managed to take possession of Western technologies considered critical for defense, particularly in the following fields: computers, radar, inertial guiding, lasers, metallurgy, tool machines, integrated circuits, robotics, superplastic material and electronic quality silicon. Such “transfers” were responsible in that period for the advances in the quality of soviet equipments.    

Nowadays the country that has stood out in detected cases of industrial espionage is the People’s Republic of China.  The USA has accused that country of carrying out industrial spying actions in American territory. A Congressional commission concluded in 1999 that China had managed to obtain information about the program of strategic thermonuclear weapons through theft committed in their laboratories.  According the report known as “Cox Report” (1999), from Los Alamos National Laboratory was stolen the technology about the miniaturization of nuclear warheads that would make easier for enemy warheads to hit the USA, creating an espionage scandal typical of the peak of the Cold War (HARRIS and LOEB, 1999). 

In another case, the Canadian Security Intelligence Service (CSIS) claimed, in its report of 2003-2004, that China had targeted its departments, corporations and intelligence service to economy espionage in Canada. In addition, students, scientists and official delegations would have been used to obtain secrets for the benefit of the Chinese industrial-military complex. (FIFE, 2004). 

Finally, it may be pointed out that in industrial espionage often occurs a complex interlacement of state and private interests and, consequently, governmental and business agencies, and individual actors. Although the motivation that each has for espionage varies the most common target of all is usually protected technologies.  Agencies and other state institutions, acting individually or in association, are moved by strategic reasons of security and national defense. Companies in turn act to earn profit by increasing market competitiveness. Individual actors, however, intend significant financial reward by selling the information or goods obtained to third parties.

However, whatever is the motivation and the actor of the espionage called industrial, in capitalist countries the final recipients and beneficiaries of goods or information (generally technological) are usually private companies and their commercial interests. So it becomes hard to distinguish the boundary between governmental purposes for security and defense and business interests.

Alternatively to technological espionage there is also the possibility of obtaining sensitive knowledge from the real keepers, which are the brains of the professionals responsible for generating or using the intended technology.

9. Import and brain drain

The expression “brain drain (or evasion)” means the loss, usually to another country, of highly skilled people in their fields. Less frequently, “brain import" is used to mean the opposite movement, i.e. the attraction of qualified human resources into the country.   When governments, companies and other national entities manage to bring highly capacitated personnel from abroad into the country, it is preferred to say that there was a brain import. It can happen espontaneously or as a result of planned action by the attractor (s), involving from governments to private companies.

Instructions, especifications, rules, designs, plans, manuals, softwares and other records are material and incomplete expressions of the knowledge.  The knowledge that generated such expressions and that is necessary to decode them and use them correctly is stored in people’s brains. Consequently the most effective way for a country or company to transfer knowledge, especially technology, is through careful “brain import”. If carried out properly it is a process that may generate relatively faster and inexpensive results.

Brain import has been used as a strategy to fill technological gaps and get round technological restrictions. Examples of success and worldwide repercussions are so many in recent history. No doubt the most spetacular brain import was carried out in early 1940s by the mobilizing program, previously mentioned, known as Manhattan project, which was created by the U.S. government with the purpose of designing and making the atomic bomb. Under the leadership of  the physicist Oppenheimer and General Leslie R. Groves, a real army of physists, chemists, and scientists of other specialities was set up, mostly Europeans, which led the undertaking to success.

Another example was brain import from Germany done in 1945 by the USA to develop their aerospace program. The central figure of this import was the engineer Wernher von Braun, who used to work for the German Army in Preenemunde developing V bombs. He became the main engineer in the American space program. He directed the design of the Jupiter C rocket, used to launch the first American artificial satellite: the Alfa, 1958. He was also a major contributor to the Apollo project. In the 1960s he worked in the powerful Sartun rockets that made possible the trips to the Moon.

Finally, an extraordinary brain import happened when Albert Einstein accepted to be Assistant Professor of the new Institute for Advanced Studies of Princeton in the USA.  With regard to this fact, the French physist Paul Langevin said: “This is a great event, as would be the transfer of Vatican to the New World. With the transfer of the Pope of Physics the USA will become the center of Science”.
10. Conclusions

Technological restriction is a two-faced problem. On the one side, countries that hold sensitive technologies take care to keep them exclusive, by giving science and technology an instrumental meaning, as net sources of military, economic and consequently political power.  On the other, countries that do not have them or intend to increase their relative power in the international system struggle for reaching them. 

In this power struggle, the international regime of non-proliferation of weapos of mass destruction provides both normative base for restrictive controls of sensitive technologies and excuses for hidden purposes of selective restrictions.  Countries in need seek to develop mechanisms that may get round the restrictions imposed recoursing to alternatives that have been commented in this article. 

Reagarding Brazil, a national system of control of sensitive goods has been developed to meet the international commitments and its own security and defense concerns. In order to cope with technological restrictions, notably in strategic areas, it is necessary to develop systematic actions combining and using the presented alternatives as necessary. Such efforts are observed, notably on the part of the C&T sectors of the government, companies and institutes somehow related to defense.

As shown, the alternatives to cope with restrictions are various. The exploration of the great powers' dilemma between security and market logic, i.e., “sell or deny” technologies and sensitive goods to a developing country like Brazil may generate positive results. An example that can be cited is the willingness of the Brazilian Government to condition the acquisition of military equipments to the transfer of technology, which in this sense reveals to be auspicious. In this case is the FX-2 Project, for acquisition of fighter jets for the Brazilian Air Force, which led to fierce competition, forcing the supplier countries to offer additional advantages that would not be offered in another circunstance. Another example was the partnership with France for designing and making submarines.

Programmed and selective brain import; technology transfer through contract associated with own development or reverse engineering, just as mobilizing programs offer significant success perspectives, provided they are based on appropriate planning. Successful Brazilian examples, like the one of oil industry, aeronautics and the nuclear program, show the possibilities of such alternatives for high technologies subject to embargoes that have great potential to improve the productive sectors.

It is noteworthy that the continuous battle between the restriction practice and the actions to circunvent it is ultimately a power game in the international system, played by States, companies and other actors. In this arena there is no room for naïve views, because, taking into account what is at stake, the actors are generally very determined, so that in case of necessity, morally questionable alternative practices are adopted. 
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