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Military Technology:

conceptualization,

importance and restrictions

WALDIMIR PIRRÓ E LONGO
“No principality is secure without having its own weapons; on the

contrary, it is entirely at the mercy of good fortune without any virtue

to defend it in adversity”

Machiavelli

1 SCIENCE AND TECHNOLOGY

The first difficulty faced by those write on technology is the

exact meaning of the terms most often used when dealing with

this subject. The word technology itself is used by many authors

with more than one sense, causing serious misunderstandings

even on people directly linked to its use, generation or

policy. Since modern technologies are impregnated with scientific

knowledge is also pointed out the need to comprehend what

is understood as science Thereupon it was considered convenient

that the present work should start with a brief outline of

concepts involved in scientific and technology problems(1).

Science is understood as being both, the process of study

and investigation of nature aimed to explain the Universe and

its phenomena, as well as the organized body of knowledge

acquired through such investigation and research. In other words,

science may be defined either as an activity or as a knowledge

system. According to the two views, there are the definitions:

a) science is an activity aimed to acquisition and use

of new knowledge about the Universe, comprehending methodology,

communication means and own success criteria,

and b) science is the organized body of knowledge related to

the Universe, involving its natural, environmental and behavioral

phenomena.

When a phenomenon is identified the scientist starts to formulate

a hypothesis about its nature. A hypothesis is an admissible

conjecture that (still) has not been well based or experimentally

proved. Actually, hypotheses are suppositions that

direct the researches.

In search of an explanation for the order that reigns in nature,

the scientist proposes and tests theories that intend to

explain aspects of that order and make predictions. By using

theories scientists rationalize the so called laws of nature.

Example: atomic theory, general theory of relativity, Newton’s

theory of universal gravitation. A law of nature is a scientific

generalization based on empirical observations. Example: laws

of thermodynamics, Hooke’s law. Some laws are formulated

with theories from which they are part. Example: laws of quantum
_____________________________________________________
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mechanics.

The scientific knowledge generation is made through scientific

research or investigation. In the research the scientist

follows the stages of what is called scientific method

or methodology(2).

The theories and conclusions from his research work must

be described publicly and survive to a period of debate, critical

evaluation and calculus, experiments and tests repetition

done by other professionals with adequate competence level

to either refute or validate them. Only after this, if confirmed

his results and conclusions, the new knowledge is incorporated

to the universal scientific body. That exposition to confirmation

normally performed by other scientists forced historically

the scientific knowledge to have free propagation and

circulation. Thereupon such knowledge is a public property,

belonging to all humanity.

Regarding technology, this word has its origin in the Greek

noun “techne”, that means art or ability.

Some authors consider technology as being applied science.

Actually this may not be always true, although in the mo-
dern world technology depends more and more on scientific

knowledge. To prove that the definition is not perfect Jorge Sabato

used as an example the invention of the container that

just did not take any scientific knowledge but it is one of the

most successful technologies in the transportation sector. (3)

In our understanding technology may be defined in a simplified

way as being the organized body of all the scientific, empirical

and intuitive knowledge used in the production and commercialization

of goods and services.

To Sáenz and Capote (4) technology, just like science, may be

defined from two points of view: as a body of knowledge or an

activity. In the first case technology would be “the body of scientific

and empirical knowledge, ability, experience and organization

required to produce, commercialize, and utilize goods

and services. It includes both theoretical and practical knowledge,

physical environments, know-how, productive managerial

and organizational methods and procedures, among others”.

As an activity technology would be understood as: “the search

for application of already existing knowledge”.

Nowadays the close relationship between science and technology,

in the range of the issues of their concern, made the

binomial Science and Technology appear, referred in the singular

and designated by the acronym S&T. The connection science/

technology became still closer from the moment the scientific

method started to be used for the generation of knowledge

associated to creation or improvement of goods and services,

in other words, for technological innovation.

The domain of specific knowledge that constitutes technology

permits an elaboration of instructions that are necessary

for goods and service production. The simple possession of those

instructions (plans, designs, specifications, rules, manuals),

which are material and incomplete expression of the knowledge,

and the capability to use them, does not mean that automatically

the user became a holder of the knowledge that will

allow its generation, that is, of new technology. The word technology

has been frequently used to designate such instructi-

ons, and not the knowledge that provides the foundation for its

generation. The specific knowledge is generally stored in

people’s brains. This has serious implications in the correct

understanding of what is technological potential or independence

of an industry or even a nation.

As an example one comes to the absurd of believing that

when a multinational company puts the latest model of an

imported machine to make bolts in action in a peripheral country

it is endowed with the highest technology to make bolts. Actually

it is endowed with the highest instructions to make bolts.

The instructions, or simply to know how and what to do to

produce something, is what must be understood as technique.

Technology is the know why to do. However, several authors,

especially in the legal field, use the word technology wrongly

as a translation of know-how.

If a holder of all the knowledge which resulted in given technology

transfers to someone else only the instructions of how

to produce a good or service the latter will be absorbing technique

only. So what is intrinsically technology to someone, may

be only a technique to another part. That fact may result in

confusion in the comprehension of the technological question.

An example of that, is the process known as “technology transfer”,

which usually may be nothing more than a sale, rent or

cession of instructions.

Besides the instructions the word technique is also used for

the body of practical rules, which are purely empirical, used to

produce given things, involving the executor’s skill. As consequence

of what was exposed before technology is understood

by some authors as the scientific study and knowledge of the

technique, implying the use of the methods of the physical and

natural sciences in its activities.

Finally, what is generally understood as a given technology,

involves knowledge resulting from the application of the natural

sciences (physics, chemistry, biology, etc.), from knowledge

connected to the empirical rules (techniques) and from knowledge

arising from the application of the scientific research

methodology in the comprehension and solution of problems

that appear during the process of conception and/or production

(that Zagotis(5) called “operative science”, which comes close

to what could be named as “engineering sciences”).

Technologies are normally also referred as corresponding to

several stages of aggregation of value/knowledge involved in

the production and commercialization of goods or services. So,

for example, there are references to process technology, product

technology, operation technology, etc.

Besides being a production factor – beside capital, raw material

and labour – technology is characterized as a commodity,

for it is object of commercial operations and has price and

owner. Thereupon it is a private property. To reinforce the point

of its condition as merchandise it is only necessary to remember

that, besides being able to be sold or bought it can be rent,

also being subject to tax evasion, smuggling and theft.

Since technology is a commodity, a private property, the acceptation

of its property by the economical system is important.

But once it is an intangible good, society created specific

conventions, rules and institutions in order to qualify and protect

the technological property. Actually the legal apparatus of

the technological property, also called industrial property, is

part of the amplest right that is treated by the intellectual property.

Industrial property comprehends basically protection of

inventions and utility models, industrial designs, brands, rights

over software, the use of geographical indication, masks

of micro electronic circuits, cultivars, living beings and other

goods arising from human creation that have commercial value.

By the way it is good to remember that one of the most

important chapters of the International Relations are precisely

the conventions and rules that intend to regulate the international

commerce of technological knowledge. The great world

powers’ domination passes by the way of imposition of an international

legislation, aiming at currency movement from those

who do not have technology to those who detain knowledge

and in addition trying to perpetuate that situation.

Besides its mercantile value technology has a bigger and

bigger strategic value, proved by the fact that expressions like

technological dependence, technological neocolonialism, technological

exclusion e technological autonomy are more and

more current in the political, economical and military evaluation

of the nations. Such expressions indicate that there are nations

that have capability to develop technology and nations

that do not have, and therefore they depend on the exterior for

their development and for their own defense and safety.

It is still important to distinguish between invention and innovation.

In the terminology of the industrial property invention

normally means a solution for a technological problem, considered

new and subject to utilization. To be patentable an invention

must attend to the requirements of novelty, inventive

activity and industrial application. To be patentable as utility

model the object, or part of it, subject to industrial application,

must show a new way or disposition involving inventive act

that results in functional improvement in its use or in its manufacture.

Actually thousands of inventions have never been

patented and somehow what can be patented varies from country

to country. Invention is a development stage in which a new

idea, design or model is produced for a new or better product,

process or system whose effects may stay restricted to the laboratory

where it was originated.

Innovation, on the other hand, means the solution of a technological

problem used for the first time, comprehending introduction

of a new product or process into market in commercial

scale, generally having positive socioeconomic repercussions.

They are labeled as incremental innovations, those that improve

products or processes without changing them in their

essence (example: automobile evolution.). Those that represent

a technological jump and change the features of the productive

sectors in which they are used are called rupture innovation

(example: laser, transistor).

Technology is in general produced and taken to utilization

by the productive sector through systematic chain of research

activities, experimental development and engineering.

Research is an activity performed aiming to produce new

knowledge, generally involving experimentation.

Experimental development is the systematic work designed

from preexisting knowledge, obtained through research or practical

experience, and applied in the production of new materials,

products and equipments, in the establishment of new processes,

systems and services, and still substantial improvement

of what is already produced and established. In the industrial

area, development covers a gap that exists between

research and production and generally involves construction

and operation of pilot plans (process engineering), construction

and test of prototypes (product engineering), full scale testing

and other experiments that are necessary to obtain data

for the design of new production in industrial scale.

The knowledge generated by research and experimental development

may require different degrees of elaboration to reach

market as goods and services or to be used in productive

unit. That elaboration requires engineering specialized services

responsible for the conception of the production of the good

or service, for the study of its technical and economical viability,

for the project and implantation of the physical installations

and, according to each case, for their operation.

In other words the knowledge resulting from research and

experimental development has to be “engineered” – according

to Ary Jones(6) – to be utilized by the productive sector.

So it is necessary to have high competence in “engineering”

to make the knowledge generated by universities, institutes

and other organizations involved in research and development,

have a concrete impact in the productive sector (technological

innovation).

2 MILITARY TECHNOLOGY

The normally disseminated conception is that military technology

must be understood as comprehending basically the

knowledge required for the production of specific equipments

and some specific services,. Actually military technology should

also comprehend the use of goods and services of war nature.

In other words what is being proposed to be considered and

discussed is that the military strategy, tactics and combat conduct

should also be taken into consideration for academic approaches

as being military technologies. They would be just

like the “process technologies” in war and battles conduction.

Taking this into account and the technology general definition

adopted in the previous item, military technology (MT) can

be defined as an organized aggregate of all the knowledge –

scientific, empirical, intuitive –, besides the skills, experiences

and organization required to produce and make available and

use goods and services for war purposes, including both theoretical

and practical knowledge, physical environments, techniques,

methods and productive, managerial and organizational

procedures, among others. This conceptualization obviously

deserves deepening although it seems to have no incoherence

or conflict with established definitions, once in the Brazilian

Army’s understanding:

- Military Strategy is the art of preparing and applying military

means for the attainment and maintenance of objectives

fixed by the national policy.(7)

- Tactics is the art of disposing, moving and using military

forces in the presence of the enemy or during the battle.

- Combat Conduct are actions previously planned that will

be put into practice during the combat. A set of procedures by

which the commander follows the combat development (continued

study of the situation), coordinates and controls the actions

execution, and intervenes when necessary, using strike

fire, modifying the handling and using the reserve.(8)

The word “art” used in these definitions were understood as

“method for well executing the work according to some precepts.....

artifice; skill; character; temper;…” (9)

The discussion about military technology of equipments,

military strategy and operational concept is intense. Some

analysts(10,11,12) maintain that the military technology materialized

in products governs the other two; for when the use of

military forces is considered it will inevitably be started from

what is physically possible. For this group all the strategies

and operational concepts are dependent of the available equipments.

In contraposition military strategists tend to reject

the technological determinism. According to their views, first

the military purposes must be established and then pursue

the existing technologies of goods and services or develop them.

First it will be needed to decide, for example, if the will is

adopt an offensive or defensive position, annihilate the enemy

or destroy its fight disposition, invade or not its territory. These

questions, and not the equipments, constitute the military

strategy essence. (13)

However there are often difficulties to identify who prevailed

in real cases if the technological opportunity or the strategic

and/or operational demands. What seems to occur is a chain

of reactions, where suggestions and demands arising from the

scientific and technological sector or from the military echelons

get interlaced. Operational needs stimulate goods and

services technological development that on the other hand produce

other needs or technological opportunities that again affect

the way of thinking war. This process may have its origin in

any point of the chain, like, for example, in the impossibility to

adequate the existing materials for facing a potential conflict.

Actually the question that is put to the military forces is not

to decide who is prevalent, but the need of an efficient integration

between technological development, the military strategy

and the operational concepts. The better is such integration the

more effective are the military forces. (14)

Due to the strategic importance of some military technologies,

their generation, commercialization, diffusion and use

occur in absolutely special conditions. Along the life cycles

of the technologies and the products resulting from them,

there is an intense presence of the national governments that

interfere with regulatory impositions exerting their main con-

dition of sponsor and user of the products whether they are

tangible or not.

Along the history of mankind it is hard to find any relevant

technological development that is not strictly related to the

questions about individual or collective security and defense.

Countless products, processes or service technologies developed

specifically to cater military defense needs end up being

used in the production of goods and services with wide and

successful civil use. When that happens it is said that there

was a spin-off of the military technology. An outstanding example

of this is the INTERNET that was originally developed by the

Advanced Research Projects Agency - ARPA (currently Defense

Advanced Research Projects Agency – DARPA) of the Department

of Defense of the USA, with the name ARPANET that aimed

to assure communication all over the country through an

interconnected computers network even if a part of the system

would be destroyed. Another example is the Global Positioning

System, the well known GPS. Likely numerous civil use

technologies are incorporated or originate war products. For

such technologies Americans stamped the name dual use technologies.

Dual use technology can be defined as that technology

that can be utilized to produce or improve goods or

services of military or civil use. Actually it is hard to label

what is civil and what is military in the production of scientific

or technological knowledge.

Among the military or civil technologies, of dual use or not,

there are technologies considered sensitive. Sensitive technology

is a technology of any nature, civil or military, that a

particular country or group of countries considers that the access

to it must denied to other countries, hypothetically for security

reasons. In many publications the designation of sensitive

technology is used to mean dual use technology.

3 REVOLUTION IN MILITARY AFFAIRS - RMA

A subject of great interest related to the development and

use of military technologies is what has been denominated

Revolution in Military Affairs – RMA. According to Turner(15),

the Revolution in Military Affairs can be defined as a great

change in the nature of war resulting from the use of new

technologies that when combined with dramatic changes in

the doctrine, in the operational and organizational military

concepts, change fundamentally the character and conduct

of the military operations. An example of RMA was the well

known “blitzkrieg” developed by Germany before the Second

Great World War.

According to Turner (15) the formulation of the Idea of revolution

in the conduction of the military activities as result of technological

innovations is not new, having been introduced by

Michael Roberts in 1956. The current concept of RMA was developed

approximately in the last twenty years by Soviet Union

Marshal Nikolai Ogarkov’s work about military-technical

revolution, then expanded by American specialists.

On the current days it is considered that an RMA stimulated

by the information and communication technologies (ICT),

whose benefits are not originated from specifically military technologies,

but from the combination of surveillance capacity,

command, control, computing and information (intelligence)

(C4I), added to forces endowed with precise weapons, integrated

in a real “system of systems” (15). Sophisticated sensors network,

radar systems, satellite imaging, unmanned aerial vehicles

and “invisible” airplanes made possible to build a complete

and precise “virtual photograph” of the battlefield (land, sea

and air) and attack and destroy an enemy force with little exposition

of its means to risks. For the RMA to work out it is

presupposed that navy, army and air force break the operational

frontiers between them and act absolutely integrated once

the “system of systems” requires all their components to interact

with each other permanently and instantaneously(15). So

within the military forces the consequences of the current revolution

go from the need to change their structures and functioning,

passing by the greatest intellectual capacity required from

all combatants and reaching their budget for research, experimental

development and engineering (RD&E).

4 RESTRICTIONS

Along mankind’s history the holders of knowledge that granted

them with important advantages concerning military power

always tried to protect such knowledge from the access of

their real or potential opponents. The restriction may explicit or

veiled. The leading countries in scientific and technological development,

consistent with such behavior since the Second

World War, together with their allies, have practiced explicit

restriction of others to the access of technologies that they consider

sensitive. When violated restriction may be followed or

not by retaliations especially of economic order by the countries

that lead the restrictions.

The fist organization created specifically to coordinate the

restriction to sensitive technologies exportation was the Coordinating

Committee for Multilateral Export Control – COCOM,

founded in 1949, which aimed to restrain some transfers to the

communist countries, basically the Soviet Union, China and

the Eastern European countries. For guidance of the member

countries three lists of items to be controlled were created, namely

International Industrial List, International Atomic Energy

List and International Munitions List. Because COCOM did not

have an independent legal apparatus the implementation of its

decisions depended on each of the members’ laws and bureaucracy

efficiency. The USA were always the most active in making

all the prohibitions be implemented, while France, United Kingdom

and Germany, not rarely, showed interest on facilitating

the exportations.

When the Cold War was over COCOM was extinguished. At

the time of its extinguishing in Mach 1994, COCOM was composed

by 17 industrialized countries, including the members of

NATO (except for Island) plus Japan and Australia.

In 1996 a new agreement was signed initially between

twenty-eight countries, including Russia, aiming to restrain

the export of conventional weapons and sensitive technologies

transfer to some countries. The agreement is known by the

name Wassenaar Arrangement (Wassenaar Arrangement on

Export Controls for Conventional Arms and Dual-use Goods

and Technologies). The countries that signed the agreement ,

now forty, agreed to control exports of items and technologies

in a list of more than one hundred products and technology

considered sensitive, periodically reviewed, and a separate list

referring to munitions(16).

Just after the Second World War, the world leaders’ main

concern was the atomic energy and the possibility of proliferation

of its use for mass destruction war artifacts. Perhaps more

worried about keeping the hegemony enjoyed at global level in

this area that comprehends economic, military and political

aspects, in 1946, the government of the United States approved

the Atomic Energy Act that prohibited the transfer abroad

of any knowledge related to atomic energy. In 1968, thanks

largely to the American effort, the Non-Proliferation of Nuclear

Weapons Treaty (NPT) also was put into practice. It forbids the

five Nuclear States known at that time, China, France, Russia,

United Kingdom and United States, to transfer nuclear weapons

or give assistance for its acquisition by any other means.

In addition it impedes the Non-Nuclear States to receive, develop,

produce or acquire nuclear weapons. The Non-Nuclear States

are obliged to sign a safeguard agreement on all the nuclear

material used by them. The Non-Nuclear States are defined

by the NPT as being those that have not exploded a nuclear

artifact until January 1st, 1967.

Although the NTP recognizes the rights with relation to research,

production and use of atomic energy for pacific purposes

at the beginning several countries did not join the Treaty,

Brazil among them. The reason for not joining was, and still is,

the fact that the treaty is asymmetric and discriminatory, for it

promotes a power instability and establish two categories of

countries, Nuclear and Non-Nuclear.(17)

In 1969 came into practice the Tlatelolco Treaty that prohibits

tests, possession, production, use and acquisition of nuclear

weapons in Latin America and Caribbean. When Cuba

joined it, in 2002, the region became the first “Nuclear Weapons

Free Zone”. In 1991, it was created the Brazilian-Argentine

Agency for Accounting and Control of Nuclear Material (

ABACC), which has safeguard agreement with IAEA. Then, in

1998, Brazil joined the NPT. Now Cuba, Israel, India and Pakistan

are the Non-Members states of the NPT.

In 1957 the International Atomic Energy Agency (IAEA) had

been created as an autonomous organization belonging to the

United Nations with purpose of promoting the pacific use of

nuclear energy and discourage its use for military purposes.

Now IAEA is the institution that verifies the fulfillment of the

NPT by the countries through inspections and investigations.

In 1974 India, which until then was considered a non-nuclear

country, exploded an atomic bomb, attracting the attention

to the fact that the technology transfer for pacific purposes could

also be used with war purposes. In that same year the Nuclear

Suppliers Group – NSG was created, an informal association of

countries that own nuclear technology and try to prevent the

proliferation of nuclear weapons. Each country produces a list

of nuclear materials and technologies, based on a list that is

produced by the Group, and establishes the export controls according

to their national legislation(17).

During the Cold War a central worry of the United States

was the soviet access to the sensitive technologies through

the trading of some products, technology transfer, theft and

technological spying. In 1979 the American Congress approved

the Export Administration Act and the Arms Export Control,

establishing export control mechanisms for goods valuable

for war , nuclear and dual use. The controlled items were

listed. In 1991 a list of countries that had projects of missiles

that worried the United States was added to the Export Administration

Act. Brazil was in that list.

In the 1980’s, aiming to make difficult and if at all possible

.

to stop the proliferation of vectors of mass destruction weapons

(biological, chemical or nuclear) the member of G-7 countries,

led by the United States of America, produced rules for

the control of export of goods and technologies that could be

applied to missiles capable to transport payloads heavier than

500kg at a distance longer than 300km. In 1987, that work

originated the Missile Technology Control Regime, more known

as MTCR. (18) This regime is a voluntary and informal association

of countries that aiming at the non-proliferation of vectors

of mass destruction weapons, establish guidelines and

controls through lists that describe the materials whose exports

may be object of restrictions to countries that have intensions

to develop missiles with the above mentioned characteristics.

Such lists are organized by consensus in yearly meetings

of the group. It must be pointed out that MTCR does not

impede the member countries to develop their space programs.

The member countries just compromise to respect the guidelines

in their processes of export and technology transfer. At

the yearly meeting performed in July 1992, in Oslo, it was decided

the expansion of MTCR‘s purposes to embrace the nonproliferation

of Umanned Aerial Vehicles – UAVs for mass destruction

weapons, and able to transport a load of 500kg and

reach 300km. In 2002 MTCR was supplemented by the International

Code of Conduct against Ballistic Missile Proliferation

(ICOC), also known as Hague Code of Conduct, which proposes

to impede the proliferation of unmanned transport systems

whatever is the load they can transport or however far they can

reach. The ICOC, with 119 members, acts in parallel with the

MTCR, but with bigger restrictions. In October 1995 Brazil became

plain member of the MTCR. On that occasion Brazil, that

already had a space program in advanced stage turned uniquely

to pacific purposes, made explicit to the members of the regime

its intension to carry it on, in or out of MTCR, with or

without access to technology transfer from abroad.

Another example of restrictions is the Homeland Security

Presidential Directive, published in 2001 by the government of

the USA, which “prohibits some foreign students to receive education

and training in sensitive areas, including study areas

that have direct application in the development and use of mass

destruction weapons”. And it adds that even foreigners who

are not citizens from discriminated countries (Cuba, Iran, Libya,

Northern Korea, Sudan, Syria, India, China, Israel, Pakistan

and Russia), if their study field is particularly in science,

technology and/or engineering, they must have their submitted

to the scrutiny of “security clearance”, no matter the

country they are from. The study areas considered sensitive

are in the Technology Alert List – TAL that comprehends a

vast number of items in each of the following topics: conventional

munitions, nuclear technology, missile systems,

unmanned aerial vehicles, avionics, navigation and fight control,

chemistry, biomedical engineering, remote sensing, images

recognition, advanced computing, microelectronic technology,

materials technology, information security, laser, directed

energy systems, sensor technology, navy technology,

robotics and urban planning.

Finally on April 28th 2004 the 15 members of UN Security

Council, whose Brazil was on of the 5 temporary members

with one year mandate, avoiding the subject submission to

the General Assembly Plenary, approved the Resolution 1540.19

It is determined by it that the 191 Member States must abstain

from providing any kind of support to non-state agent

that want to develop, acquire, manufacture, own, transport

or utilized nuclear, chemical and biological weapons and their

means of launching. In addition all the States, observing their

national procedures, must adopt and reinforce adequate and

effective laws that prohibit any non-state actor to manufacture,

acquire, own, develop, transport, transfer or use nuclear,

chemical and biological weapons and their means of launching,

particularly for terrorist purposes, as well as attempts

to accomplish any of the activities mentioned above, participate

in them as an accomplice, assist them or finance them.

The Resolution still recognizes the importance of effective na

tional control lists and convokes all the Member States, when

necessary, to their development. The Resolution created a

Committee that would be for two years in charge of sending

reports to the Security Council about the obedience of the

Member State to that Resolution. Those countries, by fact or

“rights”, already accepted in the Atomic Club were excluded

from the determinations of the Resolution.

5 CONSIDERATIONS AND CONCLUSIONS

Since military technology is the main subject of this work,

the analysis, the considerations and the conclusions will emphasize

the investments and competence in science, research,

experimental development and engineering (RD&E), to produce

technological innovations in general and, particularly, in

defense and security.

Francis Bacon had already stated in the end of the 16th century

that “knowledge is power” (20). Along time and especially

since the 19th century, it became clear that the competence to

innovate in the generation of goods and services based in scientific

knowledge would start to be a determining factor of relative

power between nations in their political, economic and

military expressions. Such reality that was already outlined clearly

by occasion of the First Great War crystallized three decades

later, after the end of second world conflict. In the years

after the conflict finished it was made obvious that national

scientific infrastructure, associated with the capacity to generate

technological innovations, materialized on globally competitive

goods and services, could constitute in advantages that

would be able to overcome traditional comparative advantages

among nations, whatever they are, territorial extension, land

fit to agriculture, availability of raw material, energy and abundant

and cheap labour. (21) In other words, the capacity to add

values, especially intangible ones, to their innovating goods

and services is what would be the decisive factor for progress

and national power, with consequent reflex on their sovereign-

ty, security and defense.

The classical example of this is Japan, which despite having

a territory of only 378 thousand square kilometers, being an

importer of energy, industrial raw material and food and having

one the most well paid labour on the planet, is even so an

world economic power, thanks to its innovating technological

capacity. Its products are rich in knowledge whose value is

significant before the costs of raw materials, energy and labour.

But countries like Japan (example: Germany, England,

France, Italy), are not considered a global power, since they are

vulnerable due to the intense external dependence, mainly on

energy and industrial raw materials.

Thus it also became clear that countries endowed with

classical comparative advantages related to their territory and

population and having, simultaneously, scientific and technological

capacity, would be little vulnerable and would tend

to be a worldwide pole of political, economic and military

power. The USA are the example that prove this assertive, with

their 9.8 millions square kilometer territory, about 300 millions

inhabitants and uncontested leadership in science, technology

and innovation.

Evidently the scientific and technological capacity referred

in these considerations is not that one separately evaluated,

but it should be part of a political and economic background

favorable and stimulating to the development of a dynamic productive

sector, primordially national.

In contraposition to the previous case, countries that are

not endowed with noticeable comparative advantages of material

and human resources, and with no scientific and technological

capacity, would be away from the game of global power

and would tend to gravitate around strategic interests of

power poles, like the USA, or would get associated with economic

powers like the Japanese in a complementary way. Most

of the countries on the current days are in this category.

At last, there are countries endowed with large territory and

population, lands appropriate for agriculture and cattle-raising,

abundance in raw materials and energy, but still peripheral in

terms of scientific and technological development. Typical examples

are Brazil, Russia, India, China, the so-called BRICs. Once

the scientific and technological external dependence is overcome

and created the political and economic conditions favorable

to the growth of innovating national productive sector, these

countries may become world power pole, more probably

China, Russia and Brazil. (19)

The prevision exposed at the beginning of this chapter and

the resulting scenario described above, makes clear the strategic

importance of technology and explains the reason of control

and restrictions explicit or not to which it is subject, whether

it is of civil, military or dual use, sensitive or not. Evidently

the constraints about technologies that are central for the military

power are larger and frequently directed to potential competitors

or enemies. Actually in matter of sensitive technologies

the countries that hold them are not inclined to transfer neither

the instructions nor the technologies. Allow access to military

technology would be like passing military power. Which

country would do that but in very special occasions?

Although sometimes restrictions have apparently meritorious

purposes or explicit targets, the truth is that such procedure

has been used more often by the developed countries to maintain

the strategic advantages not only military, but also commercial,

reached via valuable knowledge that they hold. A “Triad”

that leads the scientific and technological development –

USA, European Union and Japan – practice restrictions in large

scale, supported or not by treaties, that by rule, are engendered

by themselves and whose purposes include the preservation of

their hegemony. The target of explicit restrictions are variable

along time, depending on factors that involve regional aspects,

alliances, subservience or not, economic reasons, etc. Not rarely,

restriction is followed by political, economic or military

threats and retaliations.

Evidently the BRICs are, explicitly and not explicitly, a target

of technological restriction by the Triad that leads the scientific

and technological development, but with very distinct actions

and consequences

In spite of being affected by typical problems of the called

Third World that afflict them and not competing significantly

with the Triad in scientific and technological development, Russia,

China and India were not careless about security and defense.

Specifically about military technologies, they did – and

carry on doing -, persistent investments in RD&E, supported by

governmental policies, favoring the local production of military

equipment. It is enough to remember that the three dominate

the war use of nuclear technology and have their own long range

missiles. Thus, understandably, sometimes they are aligned

with the countries that are subject to restrictions, and other

times they are allied to the restrictors. And they are treated in

different ways by the Triad, depending on conjunctural factors.

It is worth to mention the recent nuclear agreement between

USA and India, despite India have exploded its atomic bomb,

in 1974, ignoring the NPT.

What about Brazil? Specifically with reference to the military

technologies related to goods and services, the situation is

at least to worry about. Unlike the other BRICs the country decidedly

has not made effort compatible with its territorial and

economic stature. So, not having established a solid scientific

technological industrial defense basis, supported by compatible

policies and financial resources, is dependent on abroad

sources more than what would be reasonable in terms of technology

and consequently modern material of military use. Consequently,

Brazil feels heavily the weight of technological restrictions

because its poor autonomous effort, a fact that results

in deficiency in human resources, lack of genuine national industrial

interlocutors and lack of regulatory background appropriate

to the sector peculiarities. The own effort is important

for having competence when it is decided to copy, buy and/

or absorb technologies from others.

As pointed out before, for the activities of RD&E the presence

of the national governments is fundamental, considering the

risks involved in them and since it is the main user of the results.

So the research, experimental developments and engineering

are performed directly by the national governments in research

centers and military units, in government institutes of

civil research and in state companies, but fundamentally through

orders and contracts, in institutes and private companies.

Whatever is the structure of the sector, the well organized mix

of civil and military, private and state actors is indispensable, a

situation that does not happen in Brazil. With regard of the

private sector, in general, the government runs the whole or

partial financial risk of the developments, due to the uncertainties

that surround such activities. (22) Only a few company of

the industrial military complex survive without orders, subsides

and incentives from the government. The companies of small

sized light arms are an example of exception.

The high governmental expenditure in defense and security

is partially justified by the civil use of the resulting technologies

and by the technological progress experienced by the companies

involved. In general, the military technologies are challenging

because always require creativity and are designed to

severe uses demanding high reliability that is far above the

normal ones in the civil uses. In other words, they pressure for

development in the production, in testing equipments, in materials,

in standards and quality control, which may drive the

involved national companies to higher technological and competitiveness

baselines.

In 2002 the worldwide investment in R&D reached 813 billions

dollars with the following distribution: North America

(36.8%), Asia (30.2%), Europe (28.7%), South America and Caribbean

(2.2%), Oceania (1.2%) and Africa (0.6%)(23). These data

make evident the dramatic disparity that exists in technological

development between the continents, a situation that is

impossible to be reverted in short term. Another find is the expenses

concentration. From the 813 billions, 42% are due to the

USA and Japan, and 81% if considering all the OECD countries.

It is estimated that between 10 and 20% of the world spen-

ding on R&D are invested explicitly in the development of military

technology. The highest investment in the sector is done

by the government of the USA. In 2005 from a federal budget of

about 132 billions dollars that government destined 69.8 billions

for R&D in defense, which is approximately 56.6% of the

total. (23) The table 1 provides the investments in R&D, total

and for defense, performed in recent years by selected countries.

In 2004, according to the Ministry of Science and Technology24),

Brazil invested in defense only 1.2% of the national expenses

in R&D. In 2006, that value fell to 0.86% in 2006.(25) The

table 2 allows to compare the investments in defense made by

the government in 2006 with those in other sectors. The Brazilian

data related to the investments in defense R&D are not

worth commenting on!

                   TABLE 1- Government expenditures in civil and defense R&D

                 ___________________________________________________
  Country              Year           US$ mi                         %

                                           (parity purchase 
.

    power – PPC)        Civil     Military  

Germany             2004
   17.741,2 

93,9
  6,1

Austrália             2004
     3.593,8

94,6
  5,4 


Brazil                  2004
     7.830,6

98,8
  1,2




Canadá                2004
     6.471,9

96,5
  3,5   


Korea                 2004
     7.817,2

86,6
13,4 

Spain                  2003   
     7.712,4

76,1
23,9 

USA                   2005        131.906,1   
            43,4     56,6
France                2004
   18.765,8

77,3
22,7

Itály                    2001
   10.318,9

96,0
  4,0
México               2001
     2.140,0 
          100,0
  0,0

Portugal             2004
     1.358,4

98,4
  1,6
UK                     2003
   13.549,5

68,1
31,9 

                        Source: National S&T indicators. Governmental R&D budget and civil and

                        defense expenditures, in recent years, for several countries. Ministry of S&T

Revised in 08/07/2006
          TABLE 2 - Brazil: federal public expenses in 2006     ________________________________________                 


Socioeconomic objectives                       mi R$ current               %_
Higher education


          4.684,72                55,22

Agriculture



          1.040,22                12,26                      Health   


                         873,09                10,29

Not oriented research   


 356,20                  4,20

Industrial tech development                            346,73                  4,09

Infrastructura


             
 412,69                  4,86

Energy 



       
 215,53                  2,54 

Environment     



 109,89                  1,30
Civil space                                                       158,88                  1,87

Not specified                                                   104,68                  1,23

Defense


       
  
   73,33                  0,86

Social development and services   
               60,00                  0,71

 Hearth and atmosphere exploitation
   
   47,54                  0,56

Total




          8.483,48              100,00
               Source: National S&T indicators of S&T. Federal government R&D expenditures

  by socioeconomic objectives. Ministry of S&T 2000-2007

Below are exposed some restrictions and pressures that Brazil

has suffered lately related to technological developments.

A public and notorious example is the Brazilian space program,

although it aims at civil applications. The United States

have penalized Brazil denying critical components that are necessary

to manufacture the new version of the China-Brazil Earth

Resources Satellite – CBERS. In this case the justification was

the alliance with China. Notice that the CBERS program, whose

agreement was signed in July 1988, was created exactly as

a Brazilian reaction to the technological restrictions that were

imposed to the country for not joining the Missile Technology

Control Regime until that date. Currently, Brazilian companies

that make components for CBERS 3 and 4, have been impeded

to import parts from the USA or have suffered intense difficulties.

A company from Sao Carlos, Sao Paulo, had to cancel a

contract of 45 thousand dollars with a firm from California because

the purchased component could not be shipped to Brazil,

even after having been paid. Representatives of the American

government have expressed contrariety to the Brazilian intention

to launch the 100% national Amazonia -1 satellite, in

2010, on board of a Chinese rocket. The USA fear that sensitive

technologies are transferred to China through Brazil and could

be used in military equipments like ballistic missiles and spy

satellites (26). At least that is the version made public.

Other embargoes have happened in the manufacture and

commercialization of military airplanes. An example that can

be mentioned is the case of the AMX, attack subsonic airplane

developed by Aeromacchi and Alenia, Italian companies, with

participation of Brazilian Aeronautic Company - EMBRAER.

While the airplanes of the FAB (Brazilian Air Force) are equipped

with two 30mm Giat DEFA 554 cannons, the airplanes

designed for the Italian Air Force are equipped with a 20mm GE

M-61 A1 Vulcan cannon, with six revolving barrels. At the time

the AMX was being assembled, that equipment was prohibited

to be supplied to Brazil by the American government. (27)

Another case is the recent embargo by the USA to the sale of

Super Tucano airplane to Venezuela. Because of using components

made by American companies the said airplane produced

by EMBRAER is under custody of the USA’s Arms Export

Law and can be commercialized only with license from the Industry

and Security Office of the Department of Commerce of

that country. Among the items that equip the aircraft and are

made by American companies would be the propeller and the

night vision system. The Israeli company Elbit supplies the so

called “avionics” that comprehends the board computer and

the inertial flight system, and motor is made by a subsidiary of

the American Pratt-Whitney from Canada. (28)

Depending on the area of knowledge involved the generation

of technology by autonomous effort does not assure tranquility

neither in its development nor in its use.

In spite of being signatory of the NPT and the Tlatelolco Treaty

and also being the only country in the world that includes

in its Constitution that the nuclear development will be exclu168

sively for pacific purposes, in 2004, Brazil was involved in controversy

about its nuclear program. In April, the country was

accused of impeding the work of inspectors of the International

Atomic Energy Agency in the installations of the plant of uranium

enrichment that would be opened in Resende, Rio de Janeiro

State. Pleading protection of industrial secrets the Brazilian

authorities would be blocking the visual access to the ultracentrifuges

that make the uranium concentration. The accusation

had an enormous repercussion that brought to reflection

and debate issues like national sovereignty and the strategic

character of the nuclear technology. It was insinuated that

Brazil could be planning to make nuclear weapons, hiding its

intension with a pacific program. Specialists from American

private study centers suggested energetic measures by the government

of the United States to stop Brazil to open the enrichment

plant or at least that the country should allow the inspections

planned by the Agency. Allow Brazil to enrich uranium

and limit IAEA’s inspection capacity would be bad to its efforts

to stop Iran and North Korea to act the same way.(29)

Actually the Brazilian disposition is contrary to the intention

of the United States to stop the dissemination of technology

of uranium enrichment. In February, President George W. Bush

had announced plans to impede countries that did not produce

nuclear fuel to come to do it, as a way to avoid proliferation of

nuclear material and the possibility of armament production.

In counterpart they would get nuclear fuel from the producer

countries for market price. Then the government of the USA

requested from Brazil to rapidly join IAEA’s Additional Protocol

of the Safeguards Agreement., instrument engendered to increase

the scope of the Agency inspections, making them more

extensive and intrusive. (29)

The Brazilian Government reaffirmed the country’s right to

protect its industrial secrets – what is fixed in agreements signed

with the Agency – and therefore the right to not allow visual

inspections to ultracentrifuges of Resende, since they incorporate

innovating technology autonomously developed. About

the additional protocol it was announced that the issue was

not in the Brazilian government’s agenda.

.

On the occasion the Professor of International Relations of

the Brazilian Center of Strategic Studies – CEBRES, Jorge Calvario

dos Santos stated that the pressure suffered by Brazil to

allow more and more intrusive inspections in its nuclear installations

had the intention of restricting the Brazilian development

in this sector. (29).

Calvario also stated very appropriately: “the regime of nonproliferation

of nuclear weapons, whose main performer is the

IAEA, should be a guarantee of security to all the nations. However

there has not been an egalitarian treatment between the

parts, as the inspections, more and more intrusive, are required

only from countries that do not have nuclear technology for war

purposes. The nuclear armed countries are only object of voluntary

inspections whose terms are previously negotiated. Besides

that these countries have not done much to get disarmed as it is

agreed in the NPT. Some are above law formulated by themselves

in name of all, and other have to fulfill it. If you accept this

inequality, you create a situation of submission. If the inspections

do not consider all equally, then they lose their meaning.

The international agreement must respect the countries’ right to

self determination and treat them in an egalitarian manner. Brazil

and Argentina, for example, have agreement of nuclear material

control and mutual inspections that establish a relation of

parity and confidence between both countries”. (29)

From everything that was shown and considering the current

dynamic of innovations and its social consequences, it

can be concluded that scientific and technological evolution

will continue in the center of the political and governmental

strategies and the concerns about national defense and security.

Regarding defense and security technology the obvious

path is the own development and the sovereign use of its results.

Consequently the same principle is applied to military

industrial complex.

Traduzido por Geocarlos Lopes Alves
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